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ABSTRACT

The Internet of Things (l1oT) revolutionized today's connectivity by connecting billions of intelligent devices across
industries like healthcare, education, and business. But this innovation comes with massive security and privacy issues
as a result of the heterogeneity, scalability, and physical exposure of 10T devices. This paper discusses the evolution,
uses, and in-built threats of 10T, with special emphasis on challenges including no standardization, device visibility,
unsecure data transmission, botnet threats, and ransomware attacks. An evaluation of the literature identifies other
solutions in the form of homomorphic encryption, blockchain, and quantum-enhanced cryptography. To tackle these
issues, the paper suggests a cloud-edge-10T layered architecture on AWS, Raspberry Pi, and virtual machines. The
framework stresses secure encryption, authentication, and access controls by leveraging secure MQTT-based
communication and AWS Greengrass Core. The deployment validates the practicability of secure, scalable, and
efficient 1oT systems by guaranteeing privacy before data sharing. This model enables real-time processing with
security, which makes it appropriate for critical applications such as healthcare and disaster relief. Finally, this work
helps in creating best practices and policies for protecting data in 10T networks.

Keywords: 10T, MQTT, Raspberry Pi, AWS.

l. INTRODUCTION

The Internet has brought remarkable communication and network infrastructure, which profoundly affects society and
the economy. Its frequency has increased with the emergence of affordable wireless connections [1]. New technology
has enabled billions of people to access the web via their smartphones, tablets, and laptops. Following this phase, the
next major development is enabling networked computers to share data with interconnected things [2]. The loT is a
component of the future Internet that will include billions of "things" that can communicate intelligently. There is a
seemingly endless list of goods that might be upgraded shortly, including books, vehicles, electrical appliances, food,
water heaters, intelligent buildings, and even shoes [3]. Products that formerly included just mechanical and electrical
components will revert to including hardware, sensors, electronics, and intricate gadgets networked in various formats
over the internet and certain platforms [4].

As the information and communication technology revolution of the 21st century continues, a new platform known
as the 10T has arisen. Education, healthcare, commerce, the public sector, and numerous governmental entities are
among the many fields that make use of this platform to provide resources and services on demand [5]. The loT is a
revolutionary concept that will allow the physical and digital worlds to merge. The I0T is a network architecture that
communicates across the real and virtual worlds via the interconnection of everyday physical items [6].
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Figure 1: 10T Evolution [7].
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The 10T is a new paradigm in the context of contemporary wireless communications that is quickly becoming popular
[8]. “Radio-Frequency Identification (RFID)” tags, actuators, sensors, mobile phones, etc., are just a few examples of
the common things that can interact with one another and work together to accomplish common goals due to their
unique addressing schemes [9]. The term [oT was primary used by “Kevin Ashton in 1999” during a presentation for
Procter & Gamble Company. It organized and advocated for the advantages of using RFID technology in the supply
chain, leading to its widespread recognition via the Auto-ID Centre at MIT [11]. The idea of the 10T was subsequently
recognized by academics and scientists. A formal definition of the 1oT was provided in 2005 by the International
Telecommunications Union (ITU). ITU published a study online under the title "loT" [12].
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Figure 2: Application of 10T [13].
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Daily, new technologies are introduced or modifications are implemented to old ones. In this regard, think about the
recent growths in the 5G network. There is a strong expectation that 5G will be pivotal in the development of loT
systems and apps. Concerns about privacy and security due to its high frequency and bandwidth have drawn the
curiosity of researchers. The short wavelength, however, necessitates infrastructure upgrades in the form of more base
stations to cover the same region as competing wireless technologies. Additional dangers, such as phony base stations,
are introduced by this reorganized system. Researchers must be well-versed in the security dangers and possible
remedies.

The study determines to observe the uses, advantages, and possible dangers of the 10T. Further goals include creating
a structure for research regarding and improvement of optimal security practices by analysis of existing schemes, their
implementation, or the creation of new ones. The results inform the suggestions for mitigating these risks and
addressing any potential security vulnerabilities. The study will help stakeholders in the 10T create and implement
better security and privacy safeguards, as well as regulatory authorities in their policy enforcement efforts.

Researchers used a narrative review approach to delve into the context of 10T systems, their development, privacy and
security concerns, and the solutions to these problems. Concerning the general and expanded IoT paradigm, they put
forward the perspective on the subject of privacy and security. Researchers constructed and investigated an 10T model
that made use of cloud services (AWS), edge nodes (Raspberry Pi), and virtual machines (sensors).

1.1 10T Security Challenges

I0T initiates a transformation in connection, facilitating seamless communication across devices. However, this
enhanced interdependence presents several security issues. Figure 2 illustrates many critical security problems related
to the loT.

Lack of physical security
Lack of visibility

+ Data privacy and integrity
Physical security threats

Insecure data storage and
transmission

* Botnet attacks Challenges
» Ransomware

loT Security

Figure 3: 10T Security Challenges

e Lack of Physical Security

I0T devices are susceptible to illegal access because they lack strong physical protections. Particularly vulnerable to
manipulation are devices left in remote areas for long periods of time. A major security concern is the simplicity with
which attackers can target 10T devices that have no physical protection [14,15].

e Lack of Standardization

The 10T is made by an extensive variety of companies, each of which uses its own set of standards and protocols.
Vulnerabilities, giving possible access points for exploitation, might result from the lack of standardized security
measures.

It is already difficult to build a unified security architecture for the 10T due to the discordance in manufacturing
procedures and standards. It becomes tough to ensure compatibility and security across the board because devices
could communicate differently and prioritize varying security elements [16].

244



THOMSON REUTERS

[Gopinath, 5(4): April 2018] ISSN 2348 - 8034
Impact Factor- 5.070

e Lack of Visibility

It is already difficult to build a unified security architecture for the 10T due to the discordance in manufacturing

procedures and standards. It becomes tough to ensure compatibility and security across the board because devices

could communicate differently and prioritize varying security elements [16].

e Data Privacy and Integrity

Data privacy has become a critical issue in the realm of 10T security. From smart toys and wearables that leak personal

information to medical equipment that divulges patient details, user data flows across multiple gadgets. An example

of this would be a cybercriminal stealing sensitive company data and then either selling it or using it as leverage to

blackmail the owner [19].

e Physical Security Threats

IoT devices are susceptible to direct manipulation and interference due to their physical nature. Attackers could

compromise these devices by physically accessing their hardware, which gives them the ability to change their

functionality or steal critical data. This real-world component of the 10T highlights the need for physical and digital

security measures to prevent intrusions [20].

e Insecure Data Storage and Transmission

Most 10T devices don't encrypt data at rest or in transit. Because of this carelessness, the data is vulnerable to

surveillance and other forms of unjustified access. These inadequate security measures highlight the critical need for

stronger encryption algorithms in the 10T environment to prevent breaches and unwanted intrusions [21,22].

e Botnet Attacks

A major security concern about 10T directly involves the devices themselves. Their intrinsic security weaknesses make

them great candidates for botnet intrusions. A botnet is a collection of devices infected by software. Perpetrators use

these exploited systems to inundate targets with excessive request volume [23,24].

e Ransomware

Ransomware encrypts and blocks access to critical data, making it a major threat to 10T security. To get back in,

hackers usually ask for money, or a ransom, in return for the key to decrypt [25]. Although it is rare at the moment,

ransomware might infect 10T devices with inadequate protection in the future. Due to their crucial relevance to users,

healthcare equipment, smart homes, and other intelligent products could become more appealing targets as their value

and reliance increase [26].

1. LITERATURE REVIEW

The convergence of Cloud Computing with the 10T, or the Cloud of Things (CoT), has revolutionized pervasive
computing while at the same time generating serious safety and privacy concerns due to the use of common distant
resources and high data processing needs [27]. These worries echo through the larger 10T ecosystem, where the
proliferation of connected devices generates needs for strong security practices, particularly those that counter threats
at each protocol layer [28]. As IoT systems become used across a wide range of sectors such as healthcare, industry,
and infrastructure, their reliance on embedded devices capturing and transmitting sensitive data raises fears of device
surveillance, poor upgrade processes, and poor security practices [29]. To counter these, advanced encryption methods
such as Key Policy Attribute-Based Encryption (KP-ABE) have been created; however, their requirement for high
resources has also generated more resource-efficient quantum-enhanced versions [30].

In addition, since multimedia information such as audio, video, and images are typically exchanged through loT
devices, secure key management and methods such as blockchain and quantum encryption are being investigated to
improve data privacy and inhibit unauthorized access [31]. Homomorphic encryption has also been suggested for
secure loT system communication with consideration of reducing encryption overhead while ensuring privacy in data
storage and transmission levels, especially in optical fiber communications [32]. loT's extensive deployment inside
smart cities, industries, and services such as healthcare underscores its efficiency advantages but poses security threats
due to system and data streams heterogeneity [33]. As countermeasure against centralized threats, blockchain has been
suggested in 10T systems to facilitate decentralized authentication and secure data exchange, reducing attacks such as
device spoofing and imitation data injection while ensuring transparency and robustness across applications [34].
Overall, these studies underscore the interrelated nature of 10T security threats and the continuous exploration of
encryption, cloud integration, and blockchain mechanisms to mitigate them.
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1. PROPOSED IOT LAYERED MODELS
The study presents a new perspective on 10T models, one that is both general and expanded to include privacy and
security features, as well as additional identification and separation levels. To put these 10T models into action,
researchers developed a cloud/edge-supported 0T solution. Following an introduction to the generic and stretched
models, the study details the experimental setup and implementation environment.

1.2 Data Fusion Model and Generic loT Layers

Figure 4 shows the three levels of the general 10T architecture: device, cloud, and end-user. The device layer enables
the network of Internet-connected, wireless sensor devices to acquire data in real time at various frequencies using
communication protocols and data collection circuits. Processing of the data is then sent to either local or distant
storage. The cloud layer performs storage, noise reduction, feature extraction, and data preparation that is used by a
decision support system based on advanced analytics and Al to determine an individual's health status. The end-user
layer includes users using the system, typically via smart devices, which brings privacy and security issues into focus.
To support responsiveness, an edge computing feature is built to enable real-time decision-making if important data
is not available to wait for processing in the cloud. It also streams data to the cloud for future use. The system also
enables sending commands to wearable devices—Ilike changing acquisition rates—which needs specialty
communication protocols and secure processes. This multi-layered construct, made possible by modular components,
provides a secure, responsive, and robust 10T framework for health-decision-making.

Device/
Sensors

Figure 4: Generic 10T model

The newly added layers of edge and fog are visible. By eliminating the need for cloud-based services, both levels can
make quicker judgments and avoid the latency problems that come with them. The devices that the sensors are
physically near or connected to are where the edge computing takes place. The data sources are controlled, and choices
are made in real time by these layers, which also interact with each other to transmit data for analytics, storage, and
fusion. The fog computing layer offloads computations typically done at the network's periphery to servers located
further absent from the original data sources and sensors but still connected to the local area network [35].

1.3 The Suggested Layered Cloud-Edge-loT Architecture

Protecting data privacy via encryption is the priority; therefore, researchers take precautions before putting 10T-
enabled devices into a safe network and make sure they can link and conversation data safely. The model's abstraction
of the software, hardware, and communication components is shown in Figure 5. The AWS cloud serves as the main
cloud in this paradigm, while Virtual Machines and “Raspberry Pi 4” serve as the edge nodes and IoT devices,
respectively. Full access to all AWS resources, such as authorization, certificates, encryption keys, and authentication,
was granted at system creation using an AWS premium account.

246



: THOMSON REUTERS

[Gopinath, 5(4): April 2018] ISSN 2348 - 8034
Impact Factor- 5.070

MQTIT
Messages

)

48
=%} %]
s A OS2 R
R = ;»qu‘:ﬁ ( 2 o )
2 5 Sgg o £ 23 a
@ £ T8 Qg H “Z3Z
= 5 2 S84 S & =284
= .S o & TEH ~ 28R e
SE| " J | E§ i
™ = 0

|

Figure 5: The proposed system model

Researchers used the “AWS Identity and Access Management (IAM)” web service from the accessible AWS
resources. It enabled us to regulate user access by establishing an 1AM account for each individual. For safety reasons,
they refrained from using the AWS Root account and instead created an IAM user with administrative privileges. To
set up the “R"aspberry Pi” as an AWS Greengrass Core edge node, the Core communicates with the cloud directly
and operates locally. To secure the Raspberry Pi, Linux's hard and soft link protection capabilities were installed. So
that the Raspberry Pi and AWS could interact with one another. The authors set up a group with an AWS Greengrass
Core device as the hub and then added all the other 10T devices so they could talk to the edge.

All devices must be authenticated with AWS, which requires certificates. It establishes a safe linking between the
edge and AWS by generating records and private and public keys. After they formed the Greengrass group, AWS
produced the core certificates (see Figure 6 below). After getting the files prepared, they launched Greengrass Core
on the “Raspberry Pi”.

Connect your Core device

The final steps are to load the Greengrass software and then connect your Core device to the
cloud. You can defer connecting your device at this time, but you must download your public
and private keys now as these cannot be retrieved later.

Download and store your Core's security resources

A certificate for this Core 6e.cert.pem

A public key 6e.public.key

A private key 6e.private.key

Core-specific config file config.json
You also need to download a root CA for AWS loT:

Figure 6: Private, certificate, and public keys.

Examination and Discussion

Researchers created a basic situation in which two loT-enabled devices interact with each other via the edge
infrastructure. The IoT devices were established as virtual computers on AWS and included in the “Greengrass core
(GC)”, as seen in Figure 7. To authenticate devices with AWS and the GC device, an exclusive certificate and

247



THOMSON REUTERS

[Gopinath, 5(4): April 2018] ISSN 2348 - 8034

Impact Factor- 5.070
private/public keys are issued for every device during the formation process. A message broker, a safe method using
the “MQTT protocol”, allowed these two devices to communicate with each other. Figure 8 concludes that the data
exchanges and successful communication between the 10T nodes and the Edge node were accomplished at the
specified timeframes.

GREENGRASS GROUP

PiEdgeGroup

Not deployed Actions

Deployments Devices [ Add Device 1

Subscriptions

device_one

Cores
e A DEVICE
evices LOCAL SHADOW ONLY
Connectors
R coe
Tags device_two
Settings DEVIGE
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Figure 7: loT-enabled nodes
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Figure 8: Successful communication among nodes.

Here are the key things to note about the AWS work environment and the methodology researchers used:

e The general model has I0T devices connecting to the cloud through Amazon Web Services 10T Core.

e The model incorporates the edge concept, which is based on AWS's GC loT core concept and is represented using
Raspberry Pi. This allows us to conceptualize it as an extra mediator among the 10T devices, AWS loT Core, and
the cloud.

e The CA Root certificate, which is the AWS IoT certificate, as well as the private key needed by every device
individually. A variety of CA Root certificates are available for use with various kinds of 10T devices.

e Anpolicy isrequired for every device; it specifies the actions the device is allowed to do, such as connect, receive,
publish, subscribe, and so on.
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Consequently, researchers developed a certificate, policy, and device. They proceeded by attaching the policy to the
certificate, which was then secured to the device. Figure 9 below shows a default policy:

json @ Copy ¥ Edit

{
"Version™: "2012-10-17",
"Statement": [
{

"Effect”: "Allow",
"Action”: "iot:*",

"Resource”: "*"

Figure 9: Defaulting device policy in AWS

Figure 10 displays the updated policy for the model. The “machine-to-machine (MQTT)” protocol is used for
communication in this case. For real-world applications, such as sensors, MQTT is ideal because of its tiny messages
and low power requirements, making it ideal for environments with constraints.

{
"Version™: "2012-10-17",
"Statement™: [
{
"Effect™: "Allow",
“"Action™: [
"iot:Publish”,
"iot:Subscribe”,
"iot:Connect”,
"iot:Receive”
1>
"Resource”: [
S
1
}s
{

"Effect™: "Allow",
“"action™: [
"greengrass:*"

1>
"Resource”: [
ngn

}
]

}

Figure 10: Updated device policy to comprise the suggested model's edge layer.

Figure 11 illustrates the many categories of communications sent throughout a single day. The connection duration is
influenced by several variables, including network latency and the platform used.
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Figure 11: Successfully exchanged messages of different types: Publish Out Success, Publish-In Success,
Connect Success, Ping Success, Subscribe Success.

They were able to guarantee the privacy and security safeguards established before granting the loT-enabled device
or node permission to interact or exchange its data, according to the suggested 10T model. Once everything is set up
and running well, they will know that the valuables are safe. With the concept outlined in the work, fog/edge
computing layers and sensor fusion could potentially be used to create secure 10T environments and systems. The
healthcare, military, and disaster recovery industries are just a few examples of the numerous real-world contexts that
might benefit from this concept [36].

V. CONCLUSION
The research identifies growing importance of 10T technologies with particular focus on pressing security and privacy
issues that come with them. As loT gadgets become more enmeshed within everyday life across industries such as
healthcare, manufacturing, and smart infrastructure, vulnerabilities to data leakages, unlawful access, and malicious
intrusion also grow with compromised physical security, non-standardization, and unprotected data transfer. The
research presents a layered 10T model that integrates cloud, edge, and fog computing to mitigate these vulnerabilities.
With the integration of AWS cloud services, Raspberry Pi-based edge nodes, and secure communication protocols
such as MQTT, the proposed model exhibits a solid framework for securing data exchange and device authentication.

By practical deployment on AWS Greengrass and certificate-based authentication, the work demonstrates efficient
techniques for 10T ecosystem security. Granular control of communication is achieved through custom device policies
and encryption methods, thereby making the infrastructure more resilient. Fog and edge computing reduce latency
and enable real-time decision-making while maintaining data integrity and confidentiality. In the end, this research
provides practical insights into the design of secure, scalable 10T systems and delivers a feasible strategy for regulatory
bodies and developers looking to enforce and deploy robust privacy and security policies in future 10T installations.
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